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A/Chief . ee SS a providing an update on the Canadian Security Intelligence 
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MEMORANDUM TO THE MINISTER N, 


UPDATE ON EN BANC HEARINGS AND THE SERVICE’S RETENTION AND 
DESTRUCTION OF WARRANTED COLLECTION 


ISSUE: 
Pr 

Further to my memorandum of il] ey rovide an update regarding the Canadian Security 
Intelligence Service’s (CSIS) ei rr éiphanc hearings, as well as related engagements 
with the Federal C ES SO 

P E Ay on Pan OER 

ETO CNG MSE NFop Ac oe 
BACKGROUND: "704 «ON op Sy Pinan 4 
In early 2016, CSIS sought to renew! onl Sa Ta! ei individuals, while also 
proposing amendments to warrant con ditions, ’ Lapplibaticg n was heard en banc, or as a panel. 


At that hearing, the Court indicated that it meer nore: thorduighly examine the impact that 
section 12 warrants may have on third parties. The heart unted, on March 31 and April 1 and 
the Court requested written submissions to determine whether T the, aordin of warrants, as 
proposed, strikes an appropriate balance between CSIS operational néeds and third party privacy 
rights. The Court also requested submissions pertaining to the legal basis pursuant to which CSIS 
has retained associated data since 2006. In support of these requirements, CSIS filed two 
affidavits on April 21 and submissions on June 22. 


DISCUSSION: 
The. Court has continued to issue warrants 


Oy; P 
S/Q, di is not expected until fall 2016, which 


o N ig Ping Lay ae not expect a decision from the Court in these matters 
ber,'// 

A On oes On acson Op 

Sup): 1G, Ney 4 Lo, 


In addition, my prev bak auno d that the Attorney General of Canada provided 
information to the Court reg urity Intelligence Review Committee’s (SIRC) 
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In addition, I undertook to advise the Court promptly of matters relevant to application. A LS 
warrants as they may become identified pursuant to internal audits or SIRC reviews. I also 
reiterated CSIS’ commitment to resolving the matters identified by the Court, and to implement 
corrective measures as they are identified. Throughout, I emphasized full mindfulness of the 
Service’s duties in terms of candour and the rule of law. 


On a related matter, further to my May 26 memorandum to you regarding the 
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The Service has initiated La tefie of ty piine e daii ‘Systems used for the collection, 
retention or destruction of infermaticinyacc pursuant o/g wartant. The objective is to 
identify and address any gaps to gharantee ark st level of asSuraneeé“of compliance with 
warrant conditions, including a governance mechani 3m säth clear points of accountability. An 
initial report is scheduled to be provided to me itt late Séptember, 2016. 

I wish to reiterate that the Service has and will continue to (alee its diot candour very seriously 
and will continue to work in a forthright manner with the Court. I WilVkeep you apprised of any 
new developments. 


As always, please do not hesitate to contact me should you require further information. 
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Evidence Act. The info A Ateli eatesmust not be disclosed or used as evidence without prior consultation 
with the Canadian Security Iñ Wigenge Service 
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Z Minister in relation to the Federal Court decision on warrant 
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MEMORANDUM TO THE MINISTER 


EN BANC: FEDERAL COURT DECISION ON WARRANT CONDITIONS AND 
RETENTION OF DATA ASSOCIATED WITH THIRD PARTY COMMUNICATIONS 


Y» 


A SUMMARY 
e Further to my memorandl PAN and June 29, to inform that on October 4, 2016 
the Federal Court i nol ine in relation to the Canadian 
Security Tiellig erige s Service's as endments to section 12 warrant 
conditidngy, as fe Beene taps ial third party communications. 
e Though the Court sik bet Ofthe sere PARo wording changes to 
| warrant conditions, it foun Nee duty of candour by failing to fully 
| and transparently inform the Court ofits fetentio feventio am, and that its retention of 
associated data linked to third party comfy? an to be unrelated to threats 
and of no use to an investigation, prosecution, natignat: defenge or international affairs 
| is illegal. 
i 
j 


Ao Paan. 
O Via Po 
Deapiecsicsi sought to renew and obtain new warrants for targeted individuals, 
Ap while ISR on to certain warrant conditions. The application was heard en 
Ore bane, asa Ei wit so {Finding i in the Security Intelligence Review Committee’s (SIRC) 
ost pase (2014-15)that the: *s transparency with the Federal Court regarding the 
oe an destruction of : associated data (referred to by SIRC as metadata) 
ene n pr insuffícřent, Court requested that this matter also be addressed. 
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it is defined as data collected through warranted pre: 


tc Which ée,content was assessed 
as unrelated to threats and of no use to an fivestigation, F pros on ch desane or 
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The en banc hearings on these matters were held ove of ain 
2016. Five affidavits were filed and three affiants were examninied, 24d t 
submissions were made addressing the establishment of the Operational 
(ODAC), the retention of associated data, and operational reasoning befi 
wording changes to warrant conditions. VEC, 


dyritten and dral g 
ata-Avalysis, Centre 
ed. 


Following an exchange of letters between the Assistant Deputy Attorney General and the Cittef 
Justice of the Federal Court, the Court called for another en banc hearing to address perceived 
issues arising from CSIS’ candour towards the Court in relation to the retention program of 
associated data and other related concerns. Thus, on June 10, I appeared before the Federal Court 
along with the Deputy Minister of Justice. 


DISCUSSION: 


The Federal Court’s decisi dO which“yas issued by the Honourable Justice Noël on October 4, 
deals with three particular issu Phese helide: whether the Service breached its duty of 
candour toward the Court when it© ithe ndrap th e Operational Data Analysis Centre 
(ODAC) prog 1; Whether the, Service ise ‘author to 1 retain associated data linked to 
third party (i.e. nonarge ty tions u tort ts and of no use to an investigation, 
prosecution, national dehin tional, affairs: gd nee Service’s proposed 
amendments to warrant conditions were avegpi abie., 


' Though no evidence indicated this was del Ong ties econ it’ Aang, that CSIS breached its duty of 


candour by omitting to inform the Court, between 2006 of the Service’s new position 
on the retention of data, as well as ODAC’s creation. I as Wyethe concerns of the Court, 
and commit to, going forward, advise the Court of changes in polity or practice relevant to the 
exercise of our warrants without delay. That said, since its establishment, the Service has sought 
to provide the necessary policy and guidance for employees to ensure compliance with the law 
and Ministerial Direction. To that end, CSIS has, through its dealings with the Court, acted based 
on consistent advice from the Department of Justice. As the Court acknowledges, however, the 
CSIS Act of 1984 was not drafted to account for the enormous and unforeseen technological 
advances of the last decade. 


found that the Service’s retention of indie data linked to third party 
a Hlegal. The decision argues that the ‘strictly necessary’ qualifier in s.12 of the 
CSIs poese tion under s.12 and retention of collected information, including 
ie nti a warrant issued under s.21. From this perspective, incidental 
sae ae e third parties not found to be related to any threats is not 
ae strict (ngeessary’ oo 
PTR Ua os, ear not pai to be related to any threats is susceptible to 
being collected as aconse Hef TS operation on a ae Justice Noël concludes, 
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however, that as this is not within the scope of the warrant, horis h the. for the warrant to 
be granted, a determination must be done, orem oie erio e of this 


data to the target or threats to the security of Cons On Se Z by INep On, nae 8 The 
Though the Service may continue to retain masta oai ti om pa ti SAKE 
will no longer be able to retain associated data linked to third p tian ‘Sie a 
unrelated to threats and of no use to an investigation, prosecution, geo 


international affairs. This is a shift from current practice, as since 2006, CSIS hap fo SF an 
associated data and inserted it into ODAC for future investigative purposes. Op RA SON Wy Mg 
“AN SLS 
‘ON 


Given the decision, CSIS has halted internal use and analysis of all associated data. 


PRO 
V 
‘Stone Ce oa 


AC. 
Given the requirement to TASA wit i gu Aglevance to targets or threats to the 
security of Canada, tf g shres'moi implement a two-step process of 


assessment. As out nedin ses Se ise By aR n or decoding, the Service will 
have six months to assess info, ei HS)shat/areobviously unrelated to a 
target or a threat. The Service ve oe) eiS haQEl2, months foro eépmmunications and 


information. ' aro ~ Ney," Lo, 
Cog. Wr, SY 
ES 4S px R 


L INg & RS 
Of note, the Court was satisfied with a number of the Servi Vpr opdeed amendments to s.12 
warrant conditions. Amongst other things, it accepted the Service's reposal to: 


As these proposals to 
amend warrant conditions initiated the en banc hearings, this aspect of the decision is positive. 
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Though not directly related, I have also exerted particufat emp tanis employes one. sibilities 
as it pertains to operational compliance. This, given that it opens Gar intaining the” 
trust and confidence of CSIS’ domestic and foreign partners, the CARA Ci 
Work is therefore underway to enhance the Service’s compliance managemént, 
of its operational activities, as well as increase resources dedicated to operation: 


A redacted version of the Federal Court’s judgement and reasons could be made available to Nbe 
public as early as October 18, though this will depend on the Court’s review of the redactions 
due that day. This will likely garner attention and, given the Court’s critical stance, there will 
likely be reputational impact on the Service at a moment when the public and stakeholders have 
been actively engaged by you. In addition to the heightened attention brought by the 
consultations, the Privacy Commissioner, who recently tabled his annual report addressing Bill 
C-51, amongst other things, will also be interested in this decision. 


Pp 
SSe p~ 

I wish to reiterate vise ene Cran OF S o A of compliance with Ministerial 
Direction and ing IS ll as =o dit ani icy with the Court. Moreover, I 
wish to apaia Cs pe 4 fatige ipige the Court to ensure that duty of 
candour-related issues donó ee Age am Ny AC ANo Ya 
As always, please do not hesitate to ia ale Goa eau further information. 

ONTO 9 ae 7 

AL INE SRS 

Q g VA, 
Marh Els 
íchel Coulombe 


cc.: National Security Advisor 
Deputy Minister, Public Safety 


2 
This dhii Wri tes a record which may be subject to mandatory exemption under the Access to Information 
a open or intelligence may also be protected by the provisions of the Canada 
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MEMORANDUM TO THE MINISTER 


FEDERAL COURT WARRANT EXAMINATION: EN BANC HEARING 


"90 Ro SUMMARY 


S Q von 


e On25 a6 Febru Iritelligence Service (CSIS) appeared 
in an et eet fore voae Aes lation to proposed amendments to 
six neon oe aE Sajona and ibe tégory of employees that may make 
determinations putsu . 6 W 7U Uog Eu, Phe metten yas continued on 31 March 

Neha | 

The Federal Court expressed Ma bg formation provided by the 

Service thus far. The Court requested ad ise Ons, "Neca issues that will require 

further evidence on the utility of associated data a stances surrounding 

the Service’s decisions on retention of associated data eines 2006. 


and 1 April. 


BACKGROUND: 


In the course of an investigation, CSIS may obtain warrant powers against targets to authorize the 
use of specific investigative techniques. These powers allow CSIS to intercept communications 
destined to, received by, or originating from, devices or accounts that are owned by a target. They 


i aiko ier a to In certain 
cir roy may execute warrant powers in relation to 
Aco. rors 
Pp Es Pal patie : ; ae 
On. Mg pp 
& Ton ae aeS bisa Cicthes¢ Ayarrant powers may result in the incidental collection of 
te far target (i.e. third parties). 
weg Nac r Op 
When wher ha fre! beer it obtains the content of the communication, as 
well as its mae. by the Security Intelligence Review Committee (SIRC) as 
metadata]. Associate n i on, in structured fields, linked with a communication. 
Examples include email 26ers, ge numbers , as well as duration, dates and 
Ary On, Sé 
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times of phone calls or Internet sessions. It does not in rå ion that could reveal the 


purpose of the communication, nor any gfi S c pent. SS a ME 
pi ai S ya TO mro AIVA SR THe 


Existing policies and procedures require eN pjk me Ae ion foř O wk redo solicitor- 
client communications, which is deleted immediatel¢¢i = o ware, ps 


Oy 
intercepts collected under warrant, whether from a third he ue of no OR 
intelligence value be destroyed À ve goes not 
apply to associated data. ne Pp Ala 

NEW PS, 
DISCUSSION: Oana ONNg: 
be À iN, A Tony LS 


On 25-26 February 2016, CSIS sought to renew and obtain new warrants for targeted individuals, 
while also proposing amendments to warrant conditions. The application was heard en banc, or 
as a panel. While the Court was satisfied that the threat to the security of Canada posed by the 
activities being investigated had been established, it did not render a decision on the Service’s . 
proposed amendments to warrant conditions. 


At that hearing, the Conn a indicated that it wished to more thoroughly examine the impact that 
section 12 warrants may itd: pies arties. It also requested that the Service provide further 


evidence regarding the cones jon Aiea destruction of associated data collected 
under besa a by te aş og finding i in SIRC’s annual report (2014-15) 
that the mies sapien it or the bala iy naa gee was insufficient. 
Further to the neat a pee ay ST QŞJS filed two supplemental 
affidavits. The first described&fę prodessy Jd AT Mewa 4@avhich the Service conducts 
its warranted collection. . Bye 4, Ong 4 yn Ol s 

parti Gager nl She Placed on the manner in which 
CSIS may execute warrants related to ALNo, ERS On 

“i 
Fag 7 NELS 


; On 
The second affidavit addressed the Service’s collection, processing, ‘use and retention of 
associated data, including several examples of the foregoing and an analysis of its investigative 
value. Through this affidavit, CSIS also proposed that associated data related to third party 
communications intercepts found to be of no intelligence value be retained for a period of 

This is a shift from current practice, whereby no such limit exists. Both affidavits included 
several examples aimed at demonstrating that there is an operational need that justifies the 
jyetention Pe associated data and that measures are in place to limit the impact on third parties. 


Vj 

ne ees Ead on 31 March and 1 April. While the Court was appreciative of the Service’s 

ee ta is valuable, questions remain regarding the value of retaining 
CSIS will be offering further evidence to address this issue. 
Cn, ue Oa, eg È 
ane oed uE, PGR Pim to determine whether the wording of warrants, as 

propda fs AnAppr wien Bah ‘een CSIS operational needs and third party privacy 
rights. We out Akop canting pertaining to the legal basis pursuant to which CSIS 
has retained paler von €/2006. when this practice appears to have begun. In response, 
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the Service will file an affidavit including evidence of me ounding the Service’s 
e 20 


decisions related to the retention of mers ke p 
§ 
It is anticipated that the Court will be satisf sR Ws ag p secon 12 
warrant conditions, with minimal amendments to t sn hese altow4 ice 
a | opigpgse ont eR ela hs Senie 
Other new conditions specifically govern o 7S Pet hq 


prevent the Service from retrieving information that was asliledtig eres 
to a warrant condition; and, alter the designated employees in warrant conditions rela is 
retention of information and communications. 


NEXT STEPS: 


On 7 April, the Service advised the Court that it will be filing two additional affidavits. The first 
will pertain to the utility of associated data and the second will pertain to the circumstances 
surrounding CSIS’ decision to, in 2006, retain associated data. Provided that the Court is in 
agreement with this elgg both affidavits will be filed by 21 April. CSIS will submit legal 
submissions shortly after, aasre tice by the Court. 


OF aka 
Of note, on 7 April, the Attorney Sean Rh or Sa ovided information to the Court related to 
SIRC’s finding: E'S g ervice Sdi Gonpptor th the Court on issues related to 
associated data. Piispwas fh ftovidedyn spore = quest from the Honourable Chief 
Justice Crampton, who sted thi 7 nation to AKSI ay in understanding the basis 
upon which SIRC ania ifs shown tis nd Ape t Oke information provided by 
the Attorney General will further int in cen deco wees sitting in the en banc hearing. 
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I wish to reiterate that the Service takes its duty of ae Ss ayy and will continue to 
work in a forthright manner with the Court. I will keep you na any new developments. 
As always, please do not hesitate to contact me should you require further information. 
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PAo ; 


Roy oa 
cc.: a Kion ea ty Advisor 
KA M » Onplic Safety 
= Ney Mac.” 7 
A a 
fe N W leg = E aor, 
“Alo, RENG aU Dg her 


SUp > 
This document céùgțit osu ich may be subject to mandatory exemption under the Access to Information 
Act or the oe Act: $ ligence may also be protected by the provisions of the Canada 

Evidence Act. The ba ust not-be disclosed or used as evidence without prior consultation 


with the Canadian Security mae aN ky 
cS 
‘On 


a 


